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TexHuyeckoe onuncaHune
1. Obuiee onucaHune 3

OBLUEE ONMUCAHUE

Ynpasnaembin rurabutHolt L2+ kommyTtatop QSW-3310 paspaboTtaH cneuuanbHo Ans
onepaTopos cBaA3un n cetelr MAN. KommyTaTopbl cepum NoaaepK1BatoT cneayrowmini GyHKLUOHAN:

X KomnneKkcHbin QOS.

X PacwupeHHbie ¢pyHKumm VLAN (VLAN VPN, Voice VLAN, QinQ u ap.).

< Ynpas/ieHne N0A0COM NPONyCKaHuUA.

<> NHTennekTyanbHoe ynpaBaeHne 6€30nacHOCTbHO.

X CraHaapTbl Ethernet OAM (Operations, Administration, Maintenance).

< dyHKUMKM ynpasneHna u cepsucol Triple Play, yaosneTtsopsatowme TpeboBaHUAM,

npeagvABaaemMbiM K ONEPATOPCKUM CETAM U CETAM MAN.

Cepwua BkAtoYaeT B cebsa 5 mogenei: QSW-3310-28F-AC, QSW-3310-28F-AC-AC, QSW-
3310-28F-AC-DC, QSW-3310-28F-DC, QSW-3310-28F-DC-DC.

Cob6CTBEHHbIN CEPBUCHBIN LEHTP M LEHTP TeXHUYecKoW noanepKku obecneymBaeT
KauyecTBeHHOe TrapaHTUMHOEe M NOCT-NPOAAXKHOE O0B6CNYKMBaHWE, AOCTYN K O6HOBAEHMAM
nporpaMmmHoro obecneyeHus, a TaKKe KOHCY/NbTALMOHHYIO MOAAEPKKY MO HACTPOMKam
obopynoBaHus.
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2. Bo3aMo»KHOCTM NpoayKTa 4

BO3MOXHOCTU NPOAYKTA

2.1. NpocToTta 1 rMbKOCTb B 3KCNyaTauuun, ynpasaeHUU n obcnyxmsaHnm

< MonHas nogaepxka OAM Ethernet (ctaHaapTt IEEE802.3ah/802.1ag*), VCT, DDM
(Digital Diagnostic Monitoring) n apyrux ¢yHKUMN gnsa 6bicTporo obHapyXKeHuA cboeB B ceTn m
YMEHbLLEHMA CNI0KHOCTEN B NPOLEcce 3KCMyaTaunmn n 06CayKMBaHNA KOMMYTaTOPOB.

2.2. YcuneHHas 6e3onacHoOCTb
KommyTtatopbl cepumn QSW-3310 nogaepkmBatoT obWMpPHbIA Habop MHCTPYMEHTOB ANA
obecneyeHnAa 6e30nNacHOCTM ceTu:

X BPDU Guard v Root Guard ans npeaoTspalleHusa co3gaHus neTesb B TONO/IOMU U
HEeCaHKLUMOHUPOBAHHOIO A0CTYNa B CETb.

X Mopnepkka ctaHgapta IEEE 802.1X gna ayteHTUOMKaumMm nosb3oBaTenen npwm
nomoun RADIUS-cepsepa.

<> Mopaneprkka ACL, MCNONBL3YIOWMXCA ANA OrpaHUyYeHMA O0CTyna K pecypcam ceTtu
nocpeacTBOM OTKNOHEHMA N GUNBbTPALMKN NAKETOB B COOTBETCTBMM C 334aHHBIMW MOIUTUKAMMU.

X Mcnonb3osaHne DHCP Snooping ana npeaotspaweHna DHCP-atak v npumeHeHuMA
noanensHoix DHCP-cepBepoB npv NOMOLUY YCTaHOBKM trust- 1 untrust-nopTos.

X MNoaneprkka pyHKUMIM 6esonacHocTM ypoBHA L2, Takux Kak Dynamic ARP inspection,

Port-security n apyrux ARP n MAC ¢yHKumiM 6e30nacHOCTU AN 3alWmUTbl CETU.

2.3. BbicOKaA HaAEXHOCTb
X Mopaneprkka npotokonos STP, RSTP, MSTP, Root Guard, BPDU Filtering, Stack un T.4.

2.4. OcobeHHocTn VLAN
X KommyTtaTtopbl cepum QSW-3310 nogpepxmBatot ctaHaapT 802.1Q v co3paHue
VLAN Ha ocHoBe nopTtos, VLAN Ha ocHoBe MAC-aapeca, Voice VLAN u Protocol VLAN.

X Lnpokas nogaeprkka TexHonornm QinQ, Bkatovasa Basic QinQ m Selective QinQ, 4To
JAET MaKCUMaIbHYI0 TMBKOCTb B HAaCTPOMKax noanTuk QinQ.

X MNopneprkka ¢yHKumm VLAN Translation, nossonswllana nepenaBatb HECKO/IbKO
Taros VLAN BO dpeitmax OT nopTa A0OCTyna B YKa3aHHbIN Tar VLAN, 4To N0O3BOAAET OCYLLECTBAATD

HaAEXHYIO TEXHUYECKYIO NOAAEPHKKY CXOAMMOCTM NoANTUK QoS.

2.5. BoamoxkHoctu Multicast

X MNoanep:kka npotokona MVR (Multicast VLAN Register), nossonsawoLLero
BbiIbOpOYHO nepepaBatb multicast-Tpaduk mexkgy pasnmyHbimu VLAN B Uenax yaydweHua
NPOMNYCKHON cCNOCOBHOCTM ceTu M 6e30MacHOCTMU.

X Mopaeprkka IGMP Snooping nossonseT npeaoTepatntb Gpaya B multicast-tpaduke.

X MNopaeprkka IGMP Filtering no3sosneT co3aatb NpaBuaa orpaHUYMBatOLLIME AOCTYN
nonb3oBaTenien K onpeaeneHHbiMm multicast rpynnam.
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3. TexHNYECKMe XapaKTepUCTUKN

3. TEXHUYECKUE XAPAKTEPUCTUKU

Mogenu QSW-3310-28F
NHTepdeiicbl
100/1000 24
BASE-X SFP
10GbE 4
BASE-X SFP+
MopTbl .
1 KOHCONbHbIN NOPT
ynpasneHua
NMpoussoauTeNnbHOCTb
KommyTtaumoH- 128 r6uT/c
HaA eMKOCTb
CKopocCTb 96.2 Mnak/c
nepeaayu (Mpps)
Tabanua MAC 16K
VLAN Tabauua 4K
Jumbo frame 9K
Tabanua ACL 1K

Tabnunua ARP

1024/512 (IPv4/1Pv6)

Tabnuua 512

MapLLpyTU3aLum

Kon-Bo

oyepenen Ha 8

nopt

Flash namaTtb 64 Mbaut

OnepatusHan .
512 Mb6ant

namsaTb

QN
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TexHunyeckoe onuncaHne

3. TexHNYECKMe XapaKTepUCTUKN

dusnuyeckmne napamerpbl

Pasmepbl
4 240 x 44
(L X T x B) 35x 240 x 44 mm
Macca <4 Kkr
Mopgenu goctynHbl ¢ 610kamum nutaHmns AC n DC
DNneKTponuTaHue 100-240 B AC, 50-60 I'y,
36-72 B DC
MNoTpebnaemasn <65 BT
MOLLHOCTb
OxnaxpgeHue aKTUBHOE
MTBF > 80 000 yacos
Paboyasa temnepatypa: ot 0 °C go 50 °C
T
emneparypa TemnepaTtypa xpaHeHusa: oT -40 °C go 70 °C
0]
THOCUTE/IbHAA 5-95 %, b6e3 KoHAeHcaTa
B/1AXKHOCTb
MakcnmanbHoe
KOJINYECTBO 4
noptos 10GE
®YHKUMOHANbHOCTb

Meroa Store-and-Forwarding
KOMMYyTaLmm

Port-based VLAN, IEEE802.1Q, private VLAN, Protocol VLAN, Voice VLAN, MAC VLAN
VLAN .

VLAN Translation
DHCP IPv4/IPv6 DHCP Client, IPv4 DHCP Server, IPv4/IPv6 DHCP Snooping,

DHCP Relay Option 82
QinQ Basic QinQ, Selective QinQ
3epKA/MPOBAHME | o\ \ritror RSPAN
nopTos
Cratunyeckas
MapLpyT1sauma +
(IPv4/1Pv6)
Multicast IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave, MVR
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TexHunyeckoe onuncaHne

3. TexHUYeCKne XapaKTepucTnKm 7

ACL

IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL
IPv6 extended ACL

MAC-IP extended ACL

Time based ACL

QoS

8 oyepegeit Ha nopT

Mapkuposka Tpaduka 802.1p/DSCP/TOS
Anroputmbl 06paboTku ouepegeii: SP, RR, WRR
MeTog, congestion avoidance: Tail drop
OrpaHuyeHune TpadurKa Ha nopTax

OyHKUNMU
be3onacHoCTH

Storm Control Ha ocHoBe nNakeToB 1 6anToB

BPDU Guard, BPDU Filter, Root Guard, Loop Guard, TC-protection, Loopback-detection
Dynamic ARP Inspection, IP Source Guard

IEEE 802.1x, Authentication, Authorization, Accounting, TACACS+, RADIUS
VCM(onoBelleHMe 0 KpaxKe Kabens, paboTaeT To/IbKO Ha MeAHbIX NopTax)

YnpasnexHue n

TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap, DyingGasp
CLI (Console / Telnet / SSH), Web/SSL,

obcnyxumBaHue Public & Private MIB interface, RMON (1,2,3,9), Ping,

Trace Route, Syslog, SNTP, Multiple Configuration Files, DDM, ULDP, LLDP/LLDP MED
HapgeXHocTb

MpoToKoNbI 802.1D STP, 802.1W RSTP, 802.1S MSTP

peseBupoBaHua | Stack, LACP, MRPP, ERPS*, CFM*

CrekmpoBaHue

(makcnmanbHoe

KONNMYECTBO 8

YCTPOWCTB B

cTeke)

MSTP Instances 64

ArpernposaHue

KaHanoB 6 rpynn / 8 nopTos
JdononHurenbHo

GreenEthernet IEEE 802.3az (Energy Efficient Ethernet)

*PyHKUMOHAN HAXO4UTCA Ha CTaguuU pa3paboTku
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4. UHdopmauus ons 3aKasa

4. UHOOPMAUMUA ONA 3AKA3A

Mogpgenb

OnucaHue

QSW-3310-28F-AC

YnpaBasemblit CTEKMpPYyEMbIA KOMMYTaTop YpoBHsA L2+, 24 nopTa 100/1000
BASE-X SFP, 4 nopTta 10GbE BASE-X SFP+, 4K VLAN, 16K MAC agpecos,
KOHCO/IbHbIM MOPT, BCTPOEHHbIN Bl pasbem NnUTaHWA Ha 3a4Hel naHenu,
220B AC, pa3mepbl LLIXMxB (435x240x44 mm)

QSW-3310-28F-AC-AC

YnpaBnsemblii CTEKMPYEMbIN KOMMYyTaTop ypoBHA L2+, 24 nopTta 100/1000
BASE-X SFP, 4 nopta 10GbE BASE-X SFP+, 4K VLAN, 16K MAC agpecos,
KOHCONbHbIM NOPT, 2 BCTPOEHHbIX Bl pasbem NuTaHMA Ha 3aaHen NnaHenu,
220B AC- AC, pa3smepbl LUXIxB (435x240x44 mm)

QSW-3310-28F-AC-DC

YnpaBnsemblii CTEKMPYyEMbI KOMMyTaTop ypoBHA L2+, 24 nopTta 100/1000
BASE-X SFP, 4 nopTta 10GbE BASE-X SFP+, 4K VLAN, 16K MAC agpecos,
KOHCONbHbIM NOPT, 2 BCTPOEHHbIX Bl pasbem nuTaHMA Ha 3aaHen naHenu,
2208, 48B AC-DC, pa3amepbl LLIXM'xB (435x240x44 mm)

QSW-3310-28F-DC

YnpaBasemblit CTEKMPYyEMbIA KOMMYTaTop YpoBHSA L2+, 24 nopTa 100/1000
BASE-X SFP, 4 nopta 10GbE BASE-X SFP+, 4K VLAN, 16K MAC agpecos,
KOHCO/IbHbIM MOPT, BCTPOEHHbIM Bl pa3bem NUTaHWA Ha 3a4Heln naHenu,
48B DC, pa3mepbl LLXMxB (435x240x44 mm)

QSW-3310-28F-DC-DC

YnpaBnsemblii CTEKMPYyEMbI KOMMyTaTop ypoBHA L2+, 24 nopTta 100/1000
BASE-X SFP, 4 nopTta 10GbE BASE-X SFP+, 4K VLAN, 16K MAC agpecos,
KOHCONbHbIM NOPT, 2 BCTPOEHHbIX Bl pasbem NuTaHMA Ha 3aaHEen NnaHenu,
48B DC- DC, pasmepbl LLIXMxB (435x240x44 mm)
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